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Abstract. 

Memory poisoning in multi-agent collaborative environments can 

be modeled as a strategic adversarial interaction between 

malicious and cooperative agents. This study formulates poisoning 

propagation as a repeated stochastic game, where agents choose 

memory update strategies under uncertainty. A Nash equilibrium 

analysis is conducted to characterize stable contamination states. 

Theoretical derivation identifies a critical poisoning incentive 

coefficient beyond which malicious memory injection becomes 

evolutionarily stable. Simulations were performed on networks of 

100 agents across 1,000 interaction rounds. When adversarial 

utility exceeded 0.38 relative to cooperative reward, 

contamination equilibrium emerged in 72.5% of trials. Introducing 

adaptive penalty reinforcement reduced equilibrium 

contamination probability to 19.4%. The framework provides 

formal insight into strategic stability conditions of poisoning 

behavior and informs incentive-based mitigation design.
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INTRODUCTION 

Multi-agent systems have become an important framework for cooperative control, distributed 

planning, and network-level decision making. In many collaborative settings, agents improve 

learning efficiency by sharing trajectories, replay samples, latent states, or summarized memory 

across the group. This mechanism can strengthen coordination, accelerate policy improvement, 

and support stable cooperation in complex environments. At the same time, it creates a direct 

channel through which corrupted information can spread from one agent to others during training 

and interaction. Recent work has shown that security and robustness are now central concerns in 

multi-agent reinforcement learning (MARL), especially when policy updates depend on shared 

information and repeated inter-agent exchange [1,2]. More recent evidence further indicates that 

once poisoned content enters shared memory, its influence may persist across multiple training 

rounds and continue to affect later decisions even after the initial attack source is no longer active 

[3]. This makes shared memory not only a coordination mechanism but also a potential carrier of 

long-term contamination. 

http://fsrma.org.hostajournal.com/index.php/FSRMA/index
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Existing studies have shown that cooperative MARL is vulnerable to several forms of poisoning 

attack. Manipulating the observations, rewards, or behaviors of only part of the system can still 

alter the behavior of the full agent population through cooperative dependence [4,5]. Prior work 

has shown that tampering with a single agent may redirect group behavior, while reward poisoning 

can distort the learned policy even when only a small fraction of the training data is modified [6]. 

Later studies confirmed that adversarial agents can further damage cooperation through repeated 

interaction, strategic misinformation, and contaminated experience sharing [7,8]. In memory-

driven collaborative environments, the attack surface becomes broader because harmful 

information may be inserted not only through direct communication but also through replayed 

transitions, stored summaries, and persistent memory records [9]. These findings suggest that 

poisoning in MARL should not be viewed as an isolated perturbation, but as a dynamic process in 

which contaminated information may accumulate, circulate, and gradually reshape collective 

behavior. Replay buffers and communication modules are especially important in this propagation 

process. Shared replay memory is commonly used to improve sample efficiency and stabilize 

training, while communication mechanisms help agents coordinate under partial observability 

[10,11]. However, both components can unintentionally amplify the influence of poisoned data. 

Once corrupted transitions enter a shared replay buffer, they may be sampled many times and 

reused by multiple agents, which increases the chance that false signals are reinforced during 

policy learning. Likewise, if agents exchange compressed beliefs, action advice, or intermediate 

task representations, a malicious signal may spread far beyond the original point of entry. Several 

recent studies have investigated experience sharing, cooperative replay, and communication 

robustness in MARL [12,13]. Yet most of this work is centered on improving learning 

performance, communication quality, or training efficiency. Much less attention has been given to 

the strategic logic of poisoning itself, particularly why malicious behavior can remain effective 

over time and under what conditions contamination becomes self-sustaining. This gap points to 

the need for a stronger theoretical account of poisoning dynamics in collaborative multi-agent 

settings. Game-theoretic analysis provides a natural tool for this purpose because it captures 

strategic interaction among agents with conflicting objectives. In realistic learning environments, 

cooperative agents seek stable coordination and long-term return, whereas malicious agents aim 

to maximize disruption while minimizing exposure or penalty. These conflicting incentives are 

difficult to explain through performance metrics alone. Some recent studies have modeled 

adversarial learning and defense design using Bayesian or Stackelberg game formulations, 

showing that strategic reasoning can improve robustness analysis and policy design [14,15]. Even 

so, current work still rarely treats memory poisoning as a repeated strategic process in which 

attackers and defenders continuously adapt to one another over time. This omission matters 

because poisoning is often not a one-step event. In repeated interaction, a harmful memory update 

may remain in circulation if it continues to deliver benefit to the attacker or imposes insufficient 

cost. Under such conditions, contamination may no longer be accidental or temporary; it may 

become a stable behavioral outcome of the system. Another limitation in the current literature is 

the lack of attention to long-horizon stability. Many existing studies evaluate attack success rate, 

return degradation, or defense recovery under short experimental settings [16,17]. These metrics 

are useful, but they do not fully explain whether poisoned behavior will disappear naturally, remain 

intermittent, or persist as an equilibrium outcome under repeated training. For collaborative 

MARL, this question is especially important because agents repeatedly observe, store, reuse, and 

respond to shared information. If malicious memory updates remain advantageous across repeated 

rounds, then poisoning may persist even when a defense mechanism is present [18]. In that case, 
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robustness cannot be judged only by immediate recovery performance; it must also be examined 

through the stability of incentives and the long-term evolution of strategic behavior. A defense that 

reduces short-term damage but leaves the equilibrium structure unchanged may still fail to prevent 

future contamination. Against this background, the present study investigates memory poisoning 

in collaborative multi-agent systems from a repeated-game perspective. The work models 

poisoning and defense as a repeated stochastic game in which agents choose memory update 

strategies under uncertainty and interdependence. Within this framework, the analysis focuses on 

how cooperative and malicious agents respond to incentives associated with information sharing, 

contamination risk, and defensive penalties. Nash equilibrium analysis is then used to identify the 

conditions under which poisoned memory can become a stable outcome of repeated interaction. 

On this basis, the study further examines whether adaptive penalty mechanisms can shift the 

strategic balance and reduce the probability of contaminated equilibrium states. By linking 

poisoning propagation to equilibrium behavior rather than only attack performance, this work 

provides a theoretical explanation for why contaminated memory may persist in collaborative 

learning environments. The results are expected to support the design of incentive-aware defense 

mechanisms, improve understanding of long-term robustness in MARL, and offer a clearer basis 

for controlling contamination in memory-dependent multi-agent systems. 

2.Materials and Methods 

2.1 System Setting and Data Generation 

Experiments were conducted in a simulated collaborative multi-agent environment designed to 

study memory sharing and poisoning dynamics. The system consisted of 100 agents interacting 

over 1,000 sequential decision rounds. Each agent selected actions, received rewards, and updated 

memory records that were later shared with other agents through a distributed information 

exchange mechanism. During each interaction round, agents stored state–action–reward 

transitions that formed the memory dataset used for policy updates. To evaluate poisoning 

behavior, adversarial agents were introduced into the system and injected manipulated memory 

entries at controlled intervals. The poisoning events represented incorrect reward signals or 

misleading state transitions that could influence future decision updates. Several simulation 

scenarios were created by varying the number of malicious agents and the injection timing. 

2.2 Experimental Design and Baseline Comparison 

Two experimental conditions were tested. In the first condition, agents followed the standard 

collaborative learning process without additional defense or incentive adjustment. This condition 

served as the baseline for observing the spread of poisoned memory. In the second condition, an 

adaptive penalty reinforcement mechanism was introduced to reduce incentives for malicious 

memory injection. Both conditions used identical system parameters, agent interaction rules, and 

learning schedules. Each scenario was simulated for 1,000 interaction rounds and repeated 

multiple times with different random seeds. The comparison focused on contamination probability, 

system reward stability, and equilibrium behavior under adversarial interaction. 

2.3 Measurement Procedure and Quality Control 

Agent interactions, memory updates, and reward values were recorded at each round of the 

simulation. These records were used to track the propagation of poisoned memory and the change 

in system performance. To ensure reliable observations, each experiment was repeated ten times 

using different random initializations. The mean value and standard deviation were calculated for 

the main evaluation indicators. Data consistency was verified by comparing repeated runs under 

identical parameter settings. All experiments were conducted using the same computing 

environment and software configuration to ensure consistent measurement conditions. 
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2.4 Data Processing and Model Formulation 

To model the strategic interaction between malicious and cooperative agents, the poisoning 

process was represented as a repeated stochastic game. Each agent selected either a cooperative 

memory update strategy or a poisoning strategy. The expected utility of agent i at time t was 

defined as 

Ui=Ri-αPi 

where Ri represents the cooperative reward obtained from task performance, Pi represents the 

penalty applied to detected malicious behavior, and α is a penalty coefficient controlling the 

strength of punishment. 

The probability of contamination equilibrium was estimated using a logistic function that 

relates adversarial utility to cooperative reward: 

Pc=
1

1+e-(β0+β1ΔU)
 

where Pc is the probability that the system converges to a contaminated state, and ΔU represents 

the utility difference between adversarial and cooperative strategies. 

2.5 Evaluation Metrics 

Several indicators were used to evaluate poisoning dynamics and defense effectiveness. 

Contamination probability measured how often the system converged to a poisoned equilibrium 

state. Source spread rate described how quickly poisoned memory propagated across agents. 

System reward stability evaluated the variation of cooperative task performance during repeated 

interactions. In addition, equilibrium detection was used to identify whether the system reached a 

stable contamination state or maintained cooperative behavior. These metrics provide a clear 

assessment of poisoning dynamics and the impact of incentive-based mitigation strategies. 

3.Results and Discussion 

3.1 Emergence of contamination equilibrium 

The simulation results show that memory poisoning did not spread randomly. Instead, the spread 

followed a stable strategic pattern. When adversarial utility exceeded 0.38 relative to cooperative 

reward, a contaminated equilibrium appeared in 72.5% of the trials. This result shows that 

poisoning became stable once the malicious benefit was large enough to offset the possible penalty. 

In this situation, cooperative agents gradually lost the advantage of honest memory updates, and 

corrupted transitions remained in the shared learning process over many interaction rounds 

[19,20]. As shown in Fig. 1, repeated interaction among agents can produce stable strategy choices 

when agents compare their expected payoffs. Earlier studies mainly reported performance loss 

caused by poisoning attacks. In contrast, the present result shows that the long-term stability of 

poisoning depends strongly on the balance between reward and penalty. 

 
Figure 1:Game-based interaction structure showing strategic decisions among agents. 
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3.2 Effect of adaptive penalty reinforcement 

The adaptive penalty mechanism changed the strategic outcome of the system. After penalty 

reinforcement was introduced, the probability of contaminated equilibrium decreased from 72.5% 

to 19.4%. This result indicates that poisoning behavior became less attractive when the expected 

penalty increased. In other words, malicious memory injection no longer provided a stable long-

term advantage. The reduction in contamination probability also shows that incentive adjustment 

can prevent poisoning from becoming stable in repeated interaction. Many existing defenses focus 

on filtering corrupted data after it has entered the system. The present result shows that adjusting 

incentives can reduce the chance that poisoning becomes stable in the first place [21,22]. 

3.3 Strategic interpretation of poisoning dynamics 

The game model helps explain why poisoning persists in some settings but disappears in others. 

The results show that contaminated states were more likely when malicious agents repeatedly 

gained short-term benefit from incorrect memory updates and cooperative agents had limited 

response mechanisms. When the penalty term increased, the system gradually moved back toward 

cooperative behavior. This interaction pattern is illustrated in Fig. 2, where agents share 

information and update strategies through repeated interaction. In such systems, one agent’s 

behavior can affect the rewards of others, which explains why poisoning may become a system-

level equilibrium instead of a local event. Compared with earlier studies that mainly examined 

attack success, the present analysis explains the incentive conditions that support poisoning spread 

[23]. 

 
Figure 2:Training structure with centralized learning and decentralized execution in a multi-agent system. 

3.4 Comparison with previous studies and limitations 

Compared with earlier research, this study examines equilibrium behavior in poisoning dynamics 

rather than attack performance alone. Many studies have shown that shared learning systems are 

vulnerable to poisoning, but fewer studies explain when malicious behavior becomes a stable 

strategy. The present results link poisoning probability to utility balance and repeated interaction. 

However, several limitations remain. The experiments were carried out in a simulated 100-agent 

network, and larger systems should be examined in future work. In addition, the current model 

uses a simplified utility structure with a single incentive coefficient and a penalty term. Real 

systems may include more complex reward structures, multiple attacker goals, and changing trust 

relations among agents. Future work should examine these factors to improve the realism of the 

game analysis. 
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4.Conclusion 

This study examined memory poisoning in collaborative multi-agent systems using a game-

theoretic framework. The poisoning process was modeled as a repeated stochastic game in which 

agents choose between cooperative and malicious memory update strategies. Nash equilibrium 

analysis showed that contamination becomes stable when adversarial utility exceeds a critical 

incentive level. Simulation results in a 100-agent network supported this condition. When 

adversarial utility was higher than 0.38 relative to cooperative reward, contaminated equilibrium 

appeared in most trials. After adaptive penalty reinforcement was introduced, the probability of 

contaminated equilibrium decreased to 19.4%. These results show that poisoning behavior is 

closely related to incentive balance rather than attack strength alone. The framework therefore 

provides a theoretical basis for understanding adversarial behavior in shared-memory multi-agent 

systems and helps guide the design of incentive-based defense strategies. However, several 

limitations remain. The experiments were conducted in a simulated environment with a simplified 

reward structure. Real systems may include more complex incentives and communication patterns. 

Future studies should test the framework in larger agent networks and examine how incentive 

adjustment can be combined with other security methods to improve the robustness of 

collaborative learning systems. 
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