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Abstract. 

Memory poisoning can destabilize collaborative agent dynamics 

by introducing divergent update trajectories. This study models 

system stability using a Lyapunov-inspired energy function 

defined over collective memory states. An adaptive damping 

mechanism constrains updates that increase system energy 

beyond predefined bounds. The method was tested on a 150-

agent cooperative optimization benchmark across 5,000 

iterations. Under a 20% poisoning scenario, baseline systems 

exhibited energy divergence in 64.5% of runs. Energy-controlled 

systems reduced divergence probability to 17.8% and 

maintained 91.6% of nominal task efficiency. Energy-based 

stability control offers a control-theoretic approach to suppress 

contamination-induced instability.

Keywords: 

 

Multi-agent systems; 

memory poisoning; stability 

control; Lyapunov analysis; 

collaborative robustness; 

dynamic systems 

INTRODUCTION 

Multi-agent collaborative systems are increasingly used in distributed optimization, cooperative 

control, autonomous coordination, and agent-based AI workflows. In such systems, agents depend 

not only on local observations, but also on shared memory states, repeated updates, and collective 

feedback to maintain coordinated behavior over time. As these systems become larger, more 

adaptive, and more reliant on structured interaction, the stability of internal state evolution has 

become a basic requirement for reliable collaboration [1]. Within this setting, memory is no longer 

a passive storage unit. It directly shapes subsequent updates, influences how agents interpret shared 

information, and affects how collective behavior unfolds across repeated interaction rounds. Once 

poisoned memory enters this process, its effect may persist over many updates and gradually alter 

the collective trajectory of the system. This threat is particularly serious in collaborative 

environments because corrupted memory can spread through repeated exchange, bias later 

decisions, and amplify instability at the network level rather than remaining confined to a single 

agent [2]. Recent studies further indicate that poisoned memory may propagate across interacting 

agents and require explicit repair mechanisms to prevent long-horizon degradation of collaborative 

performance [3]. These observations suggest that memory poisoning should be understood not as 

an isolated anomaly at the input level, but as a persistent internal disturbance capable of reshaping 
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the evolution of the full system. Recent work on memory poisoning and adversarial learning has 

reinforced this concern. Studies on memory-based LLM agents show that poisoned memory can 

alter long-term behavior even when the malicious signal is weak at the point of insertion [4,5]. 

Related surveys on adversarial reinforcement learning and multi-agent security likewise report that 

poisoning, manipulation, and state corruption remain difficult to contain once they enter sequential 

decision loops [6,7]. In these settings, the main risk does not lie only in immediate performance 

degradation. A more fundamental problem is that poisoned memory can continuously interfere 

with later updates, modify interaction patterns among agents, and gradually push the system away 

from a stable operating region. This dynamic makes memory poisoning qualitatively different from 

ordinary noisy input or one-step perturbation. Its impact accumulates over time, interacts with 

feedback structure, and may remain hidden until the system has already drifted far from the desired 

trajectory. For this reason, analyzing memory poisoning only through attack success rate, 

contamination ratio, or output degradation is not sufficient for understanding its broader effect on 

collaborative stability. Another line of research has examined resilient control and stability 

protection in multi-agent systems under adversarial conditions. Recent studies have developed 

robust consensus, attack detection, and adaptive control strategies for systems subject to Byzantine 

attacks, replay attacks, denial-of-service conditions, and actuator or sensor disruption [8,9]. Much 

of this work employs control-theoretic tools, including Lyapunov-based analysis, H∞ methods, 

and adaptive estimation, to ensure boundedness, convergence, or disturbance attenuation under 

hostile conditions [10,11]. These studies provide an important theoretical basis because they show 

that system-level robustness can be strengthened by constraining harmful state evolution rather 

than merely filtering suspicious signals after the fact. This perspective is highly relevant to 

collaborative agent systems, where repeated state updates can turn small local deviations into 

broader collective instability. However, most of the existing resilient control literature is centered 

on external disturbances in communication channels, sensing modules, or control inputs. 

Comparatively less attention has been given to memory poisoning as an internal source of 

divergent state evolution. This distinction is important. External attacks are often manifested 

through observable interruption, corruption, or mismatch in transmitted signals, whereas memory 

poisoning can emerge as gradual internal drift within the update process itself. In collaborative 

systems, poisoned memory may bias future aggregation, alter relative agent influence, and distort 

the dynamics of collective adaptation well before an obvious performance collapse becomes 

visible. Recent studies on cooperative resilience and distributed predictive control suggest that 

long-term robustness depends on how disturbance is absorbed, transmitted, and amplified across 

repeated interaction rounds, rather than on one-step correction alone [12,13]. From this viewpoint, 

memory poisoning is not simply a security problem; it is also a stability problem that directly 

concerns the bounded evolution of internal collective states. Control theory offers a natural 

framework for studying this issue. In dynamic multi-agent systems, Lyapunov-inspired energy 

functions are widely used to characterize whether trajectories remain bounded, converge toward 

consensus, or diverge from equilibrium. When disturbance repeatedly drives system energy 

upward, the likelihood of leaving the stable region increases, and collective behavior becomes 

progressively harder to regulate. Existing work on deception attacks and uncertainty mitigation in 

networked systems shows that adaptive damping, bounded update rules, and stability-aware 

regulation can reduce instability even when disturbance cannot be completely removed [14,15]. 

Yet these methods were not developed for collaborative memory channels, where the memory 

update itself may be the source of destabilization. In most current formulations, memory appears 

only indirectly, if at all, and is not explicitly modeled as a state variable whose corruption can 



 

pg. 26 
 

FUNDAMENTAL SCIENTIFIC REPORTS IN MULTIDISCIPLINARY AREAS 

accumulate and propagate through repeated cooperative interaction. Several limitations therefore 

remain in the present literature. Most memory poisoning studies focus on attack effectiveness, 

contamination persistence, or downstream task degradation, but they do not explicitly examine 

whether corrupted memory drives the full multi-agent system toward unstable collective 

trajectories. Many resilient control studies, by contrast, emphasize consensus error and external 

attack rejection, while paying much less attention to the role of poisoned internal memory in 

sustained energy growth [16,17]. Existing evaluations are also often restricted to particular 

benchmarks, communication-level attacks, or relatively small case settings, which makes it 

difficult to assess their effectiveness against persistent memory corruption in larger collaborative 

environments. More importantly, there is still limited work that connects memory poisoning 

analysis with explicit stability control, even though practical system failure often emerges through 

progressive instability rather than through immediate collapse. Without such a connection, it 

remains difficult to explain why seemingly weak memory corruption can eventually lead to broad 

coordination failure, or how stabilization mechanisms should be designed to interrupt this process. 

Against this background, the present study develops an energy-based stability control framework 

for suppressing memory poisoning in multi-agent collaborative systems. The central idea is to 

model poisoned memory as a persistent disturbance that pushes collective memory states toward 

higher-energy, less stable trajectories. To capture this process, system stability is characterized 

through a Lyapunov-inspired energy function defined over collective memory evolution, and an 

adaptive damping mechanism is introduced to constrain updates that cause abnormal energy 

growth beyond a prescribed bound. This formulation shifts the analytical focus from isolated 

malicious entries to the dynamic consequences of poisoned memory on the evolution of the full 

collaborative system. It also moves beyond purely detection-oriented thinking by directly 

regulating the state transition process through which local corruption can develop into network-

level divergence. The significance of this study lies in two aspects. At the theoretical level, it 

extends the analysis of memory poisoning from attack description and output degradation to 

stability-aware modeling of collective state evolution, thereby linking multi-agent security with 

robust control principles in a more explicit way. At the methodological level, it provides a practical 

mechanism for limiting divergence under poisoned memory updates without requiring complete 

elimination of disturbance at every step. By introducing stability control directly into the memory 

update channel, this work aims to clarify how persistent internal corruption influences long-

horizon collaboration and to provide a more principled basis for maintaining robustness in large-

scale collaborative agent systems. The objective is therefore not only to test whether energy-based 

damping reduces divergence probability and preserves task efficiency under poisoned memory 

updates, but also to show that memory poisoning should be treated as a stability-critical process in 

the design of reliable multi-agent collaboration. 

2.Materials and Methods 

2.1. Sample and Benchmark Environment 

The study was carried out on a cooperative optimization benchmark designed for multi-agent 

collaboration with repeated memory updates. The system included 150 agents. Each agent kept a 

local memory state and updated it through iterative interaction with neighboring or shared system 

states during the optimization process. The experiments covered 5,000 iterations under the same 

task setting, update schedule, and poisoning condition. The main focus of the study was the 

stability of collective memory dynamics under adversarial disturbance. Poisoning was injected 

into memory updates at a fixed rate of 20% to examine whether corrupted updates pushed the 

system toward divergent trajectories. All runs were performed under the same benchmark rules so 
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that changes in system energy, divergence behavior, and task efficiency could be linked to 

poisoning and stability control rather than to unrelated variation in task setup. 

2.2. Experimental Design and Control Setting 

A controlled comparison was used to test the proposed energy-based stability control method 

against an uncontrolled baseline. In the control setting, poisoned memory updates were allowed to 

affect collective state evolution without any damping rule. In the experimental setting, a 

Lyapunov-inspired energy function was used to monitor the stability of collective memory states, 

and an adaptive damping mechanism was applied whenever an update caused system energy to 

exceed a preset bound. Both settings used the same agent population, benchmark task, poisoning 

rate, and iteration length. This design allowed direct comparison between ordinary collaborative 

updating and constrained updating under the same disturbance condition. The comparison was 

necessary because poisoned memory often causes instability through gradual drift rather than 

immediate failure, and a stability-based control rule may reduce divergence without fully blocking 

useful interaction among agents. 

2.3. Measurement Method and Quality Control 

During each iteration, collective memory states from all agents were recorded and used to compute 

system energy. Divergence was identified when the energy trajectory showed sustained growth 

beyond the stable range or when the collective update process no longer remained bounded over 

time. In the controlled setting, the damping mechanism reduced the size of destabilizing updates 

once the energy increase crossed the preset threshold. The main outcome measures were 

divergence probability and task efficiency relative to the clean baseline. Divergence probability 

was defined as the proportion of runs in which the collective memory trajectory became unstable. 

Task efficiency measured the optimization performance retained under poisoning relative to 

nominal system behavior. To keep the results stable, all runs used the same initialization rule, 

update interval, damping policy, and poisoning schedule. Repeated trials were performed under 

each condition, and the reported values were based on mean outputs across runs. Runtime logs 

were also checked after each experiment to confirm that the observed instability came from 

poisoned memory rather than from unrelated numerical failure. 

2.4. Data Processing and Model Formulation 

The recorded memory trajectories were grouped by experimental setting and then summarized 

across repeated runs. Let mi(t) denote the memory state of agent i at iteration t, and let 

M(t)={m1(t),m2(t),…,mN(t)} denote the collective memory state of the full system. A Lyapunov-

inspired energy function was defined as 

E(t)=
1

2
∑ ‖

N

i=1

mi(t)-m̄(t)‖
2
, 

where m̄(t) is the mean collective memory state at iteration t. This function was used to describe 

the spread of agent memory states around the collective center. When the energy increase exceeded 

the allowed bound, adaptive damping was applied to the update term. Divergence probability was 

calculated as 

Pd=
Nd

Nr

×100%, 

where Nd is the number of runs showing unstable energy growth and Nr is the total number of 

runs. Task efficiency under control was evaluated by comparing the achieved optimization 

performance with nominal clean-task performance. All outputs were reported as average values 

across repeated runs. 
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2.5. Evaluation Criteria and Statistical Analysis 

The proposed method was evaluated from three aspects: stability preservation, divergence control, 

and task retention. Stability preservation was assessed by whether the collective memory trajectory 

remained bounded during the full optimization process. Divergence control was measured by the 

reduction in divergence probability under poisoning after adaptive damping was introduced. Task 

retention was measured by the proportion of nominal task efficiency preserved in the controlled 

system. These indicators were examined together because an effective stability-control method 

should not only suppress divergence, but also keep useful collaborative performance. To reduce 

random variation, repeated runs were carried out under each setting, and average values were used 

in the final comparison. Relative improvement was reported as the percentage decrease in 

divergence probability and the percentage of task efficiency retained compared with the 

uncontrolled baseline. This evaluation made it possible to judge whether the proposed energy-

based control framework could suppress contamination-induced instability while preserving 

collaborative optimization quality. 

3.Results and Discussion 

3.1. Stability improvement under poisoning 

The proposed control method clearly improved system stability under poisoned memory updates. 

In the baseline setting, energy divergence appeared in 64.5% of runs under a 20% poisoning 

condition. After adaptive damping was introduced, the divergence probability dropped to 17.8%. 

This result shows that poisoned updates not only reduced task quality, but also pushed the 

collective memory trajectory toward unstable regions. Once the damping term was activated, 

energy growth remained within a bounded range, and the system was less likely to enter persistent 

divergence [18,19]. This finding is consistent with recent studies in multi-agent control showing 

that stability under attack depends strongly on whether the control rule can limit the growth of 

disturbed state trajectories rather than only respond after failure appears (Fig. 1). 

 
Figure 1:Divergence probability of collective memory trajectories in baseline and energy-controlled systems under poisoning.  
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3.2. Preservation of task efficiency 

The controlled system maintained 91.6% of nominal task efficiency under poisoning. This result 

suggests that the proposed method did not achieve stability by overly restricting collaboration. 

Instead, it reduced the effect of harmful updates while preserving most of the useful interaction 

among agents. This balance is important in collaborative optimization, because a strong correction 

rule may reduce instability but also slow or distort the update process. In the present study, the 

energy-based mechanism worked as a selective stabilizer. It damped only those updates that 

pushed the collective state beyond the allowed energy range [20,21]. Recent work on secure and 

robust cooperative control reports a similar pattern, showing that stability-based control can 

preserve group performance when the constraint acts on destabilizing behavior rather than on all 

communication or all updates (Fig. 2). 

 
Figure 2: Task efficiency retained by the energy-controlled system under poisoned memory updates. 

3.3. Role of the Lyapunov-inspired energy function 

A main strength of the method is that it treats poisoning as a stability problem in collective 

dynamics. The Lyapunov-inspired energy function provided a direct way to monitor whether 

memory updates kept the system near the stable region or drove it toward divergence. This is 

different from many poisoning defenses that focus mainly on anomaly scores, message filtering, 

or attack detection. Those methods can identify suspicious inputs, but they do not always show 

whether the full system trajectory remains bounded. In the present study, the energy measure 

linked local update behavior to system-level stability, which made the damping rule easier to 

justify from a control perspective. This view is consistent with recent multi-agent control work 

that uses Lyapunov-based design to maintain boundedness and cooperative stability under 

disturbance and attack [22,23]. 

3.4. Comparison with earlier studies and remaining limits 

Compared with earlier studies, the main contribution of the present work is that it addresses 

memory poisoning through dynamic stability control rather than only through detection or 

communication defense. Many recent studies on adversarial multi-agent systems focus on 

deception attacks, communication failure, or consensus under external disturbance. These 

approaches are useful, but they usually do not model poisoned memory as an internal source of 

energy growth in the collective update process. The current results show that this difference 

matters, because poisoned memory can cause gradual drift before obvious task failure appears. At 

the same time, the study has several limits. The experiments were carried out on a 150-agent 

benchmark with fixed poisoning intensity and 5,000 iterations. Real systems may involve changing 

task loads, more complex memory coupling, and stronger adaptive attacks than those tested here. 

Future work should therefore examine broader poisoning settings, larger agent groups, and tighter 

links between energy bounds and practical deployment limits. 

4.Conclusion 

This study examined memory poisoning in multi-agent collaborative systems from the perspective 

of dynamic stability control. The results showed that poisoned memory updates could drive 

collective memory trajectories toward divergence. In the baseline system, energy divergence 
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appeared in 64.5% of runs under a 20% poisoning condition. After the proposed energy-based 

control was introduced, divergence probability decreased to 17.8%, while the system still retained 

91.6% of nominal task efficiency. These findings indicate that memory poisoning is not only a 

data integrity problem, but also a stability problem in collective system dynamics. The main 

contribution of this work is the introduction of a Lyapunov-inspired energy framework to describe 

how poisoned memory affects collaborative state evolution, together with an adaptive damping 

mechanism that suppresses destabilizing updates before they cause wider system failure. This 

gives the study clear scientific value by linking memory poisoning analysis with control-based 

stability theory and by showing that bounded energy regulation can improve robustness in 

collaborative agent systems. The method also has practical value for distributed optimization, 

cooperative robotics, and other multi-agent platforms in which repeated memory exchange directly 

affects later group behavior. At the same time, the present study was conducted on a controlled 

150-agent benchmark with a fixed poisoning rate and a fixed task setting. Real systems may 

involve changing workloads, more complex memory coupling, and stronger adaptive attacks than 

those considered here. Future work should therefore test the method under broader operating 

conditions, larger agent populations, and more varied poisoning patterns. Overall, the results 

suggest that energy-based stability control is a practical and effective way to suppress 

contamination-induced instability in collaborative multi-agent systems. 
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