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Abstract.

Multi-agent embodied intelligence systems increasingly integrate vision, language, and sensor-
based perception to support collaborative navigation, manipulation, and autonomous decision-
making in dynamic environments, but frequent inter-agent communication, redundant large-model
inference, and multimodal adversarial attacks can simultaneously increase computational
overhead and compromise physical task safety. To address these challenges, this study proposes
SafeComm-Agent, a security-aware communication and inference optimization framework that
jointly coordinates multimodal attack detection, agent communication, and adaptive reasoning
computation. The framework first combines Vision Transformers (Vils), Vision-Language Models
(VLMs), cross-modal consistency analysis, and uncertainty estimation to identify anomalous
observations and derive agent-level security risks. It then employs a Graph Neural Network (GNN)
to construct a dynamic security-aware communication graph, while Multi-Agent Reinforcement
Learning (MARL) determines when to communicate, which agents to contact, and what
information to transmit; risk-aware message compression and adaptive Test-Time Compute (TTC)
further regulate communication and inference budgets, with Monte Carlo Tree Search (MCTS)
providing additional verification for high-risk states. Experiments in Habitat-based simulated
embodied environments with controlled multimodal adversarial perturbations show that
SafeComm-Agent achieves a task success rate of 94.6% and an attack detection F1-score of 93.2%.
Compared with full-communication MARL, it reduces inference cost by 26%, while achieving a
39% reduction in total computational cost compared with full-communication and full-
computation execution. These results demonstrate effective joint optimization of security,
communication, and adaptive inference.

Keywords: Embodied Intelligence; Multi-Agent Systems, Multimodal Adversarial Attack; Secure
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Multi-agent embodied intelligence systems are increasingly being developed to enable multiple
autonomous agents to perceive physical environments, communicate with one another, reason over
multimodal information, and collaboratively execute complex tasks such as household assistance,
autonomous navigation, robotic manipulation, and human-robot interaction. By integrating vision,
language, depth, LiDAR, and proprioceptive observations with large multimodal models, these
systems can coordinate complementary capabilities and improve task-level autonomy. However,
the deployment of embodied multi-agent systems in dynamic and safety-critical environments
introduces a coupled challenge involving security, communication efficiency, and inference
computation. Multimodal adversarial perturbations, sensor spoofing, conflicting instructions, and
malicious information injected through inter-agent communication may cause agents to form
incorrect environmental beliefs or execute unsafe actions. Meanwhile, frequent message exchange
and repeated large-model reasoning substantially increase communication traffic, token
consumption, GPU utilization, and decision latency. Therefore, independently optimizing security
detection, communication scheduling, or inference acceleration is insufficient for achieving
reliable and resource-efficient embodied collaboration. A key difficulty is that security risk and
computational demand are dynamically coupled with the task state. For example, a navigation
agent operating under normal observations may require only limited communication and single-
pass inference, whereas an agent receiving inconsistent visual-language information or suspicious
sensor observations may require additional cross-agent verification and deeper reasoning.
Conventional multi-agent communication strategies generally rely on fixed or dense
communication patterns and consequently transmit redundant information even when inter-agent
dependencies are weak. Similarly, static inference budgets cannot distinguish between low-risk
routine states and high-risk states requiring additional reasoning. This motivates a security-aware
joint optimization paradigm in which when to communicate, whom to communicate with, what
information to transmit, and how much inference computation to allocate are determined according
to task dependency, information value, and security risk. To address this challenge, this study
proposes SafeComm-Agent, a Security-Aware Communication and Inference Optimization
Framework for Multi-Agent Embodied Intelligence Systems. SafeComm-Agent first integrates
multimodal perception, cross-modal consistency analysis, anomaly detection, and uncertainty
estimation to construct agent-level security risk representations. A dynamic security-aware Graph
Neural Network (GNN) then models task dependencies and communication relationships, while
Multi-Agent Reinforcement Learning (MARL) jointly determines communication scheduling and
information transmission. Risk-aware message compression reduces redundant communication,
and adaptive Test-Time Compute (TTC) allocates additional reasoning resources according to
uncertainty and security risk. For high-risk states, Monte Carlo Tree Search (MCTS) is further
introduced to perform deeper verification before final collaborative actions.

The main contributions of this study are as follows:

Security-aware embodied collaboration: SafeComm-Agent integrates multimodal attack detection
and risk estimation into the communication and decision-making process, enabling security
information to directly influence agent coordination.

Joint communication and inference optimization: The framework jointly optimizes
communication topology, message selection, and adaptive inference computation rather than
treating communication and reasoning costs independently.

Risk-adaptive reasoning mechanism: A combination of MARL-based online scheduling and
MCTS-based high-risk verification dynamically allocates computational resources according to
task difficulty and security risk. Unified evaluation framework: The proposed approach evaluates
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task performance, attack detection, communication efficiency, inference cost, and action safety
within a common multi-agent embodied intelligence setting.

1. Literature Review

Recent advances in embodied artificial intelligence (Embodied AI), multi-agent reinforcement
learning, multimodal foundation models, and inference-time reasoning have created new
opportunities for developing collaborative autonomous systems. Existing studies have mainly
investigated four related directions: embodied agents and multimodal robotic intelligence, learned
communication and graph-based coordination in multi-agent systems, security and adversarial
robustness of embodied agents, and adaptive inference or Test-Time Compute (TTC). However,
these research lines have largely evolved independently. In particular, existing communication
mechanisms generally optimize task coordination without explicitly incorporating security risk,
whereas embodied-Al security studies primarily focus on attack detection and robustness rather
than communication-resource allocation. Similarly, inference-time scaling studies emphasize
improving reasoning quality but rarely consider its interaction with multi-agent communication
and physical safety. These limitations motivate the security-aware joint optimization framework
investigated in this study.

2.1 Embodied Intelligence and Multimodal Agent Systems

Embodied Al aims to connect perception, reasoning, planning, and physical interaction within a
closed-loop environment. Early platforms such as Habitat established standardized simulation
environments for training and evaluating embodied agents under realistic 3D scenes, navigation
tasks, and multimodal sensing conditions [1]. Habitat provides configurable sensors and
environments that support navigation, instruction following, and embodied question answering,
making it an important foundation for evaluating perception-to-action systems. Later, Habitat 2.0
extended this paradigm toward interactive household environments by incorporating physics-
enabled manipulation, articulated objects, and long-horizon assistive tasks [2]. These
developments demonstrate that embodied agents must simultaneously process heterogeneous
observations and make sequential decisions under environmental uncertainty. The emergence of
large multimodal models has further expanded the capability of embodied agents. Reed et al.
introduced Gato as a generalist multimodal, multi-task, and multi-embodiment agent capable of
operating across games, image understanding, language interaction, and robotic manipulation [3].
More recently, RT-2 demonstrated that vision-language models can be adapted to directly generate
robotic actions, enabling transfer of semantic knowledge from web-scale vision-language
pretraining to physical robot control [4]. RT-2 represents actions as tokens and jointly incorporates
visual, linguistic, and robotic trajectory information, illustrating the potential of Vision-Language-
Action (VLA) models for general-purpose embodied intelligence. The development of LLM-
based autonomous agents has also introduced increasingly sophisticated perception, memory,
planning, action, and interaction mechanisms. Wang et al. provided a comprehensive survey of
LLM-based autonomous agents and emphasized the integration of perception, planning, memory,
reasoning, and tool interaction as fundamental components of modern autonomous-agent
architectures [5]. Li et al. further analyzed LLM-based multi-agent systems and identified
communication, interaction structure, perception, reasoning, and evolution as major components
of multi-agent workflows [6]. Nevertheless, these studies primarily establish general agent
architectures and interaction paradigms rather than explicitly optimizing communication and
inference under adversarial physical environments. For SafeComm-Agent, embodied intelligence
is therefore treated as the application context in which multimodal perception, inter-agent
communication, security risk, and inference computation must be jointly considered.
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2.2 Learned Communication in Multi-Agent Reinforcement Learning

Communication is a fundamental mechanism for coordinating agents with partial observations.
Early work by Foerster et al. proposed Reinforced Inter-Agent Learning (RIAL) and Differentiable
Inter-Agent Learning (DIAL), demonstrating that communication protocols can be learned jointly
with agent policies rather than manually designed [7]. DIAL enables communication channels to
participate in centralized training while maintaining decentralized execution, establishing an
important foundation for learned multi-agent communication. Sukhbaatar et al. subsequently
introduced CommNet, which learns continuous communication representations among agents and
demonstrates that learned communication can improve cooperative task performance [8].
However, unrestricted communication can introduce substantial redundancy and computational
overhead as the number of agents increases. To address this issue, Das et al. proposed TarMAC,
in which agents learn both what information to communicate and which agents should receive it
[9]. TarMAC introduces targeted communication and multi-round message exchange, allowing
communication patterns to be conditioned on task requirements and agent relationships. Kim et al.
further proposed SchedNet for communication scheduling under bandwidth constraints, allowing
agents to learn which agents should broadcast their information when communication resources
are limited [10]. Their results demonstrated that communication scheduling can substantially
influence collaborative navigation and coordination performance. These approaches are closely
related to the communication component of SafeComm-Agent, particularly the decision variables
of when to communicate and whom to communicate with. Nevertheless, most existing approaches
determine communication primarily according to task utility or information importance. Security
properties of transmitted information are generally not included as an explicit decision variable.
Consequently, an agent carrying corrupted observations or unreliable information may still
participate in the communication process. SafeComm-Agent extends this line of research by
incorporating agent-level security risk into communication scheduling.

2.3 Graph-Based Communication and Dynamic Multi-Agent Coordination

Graph neural networks (GNNs) provide a natural representation for multi-agent systems because
agents can be modeled as nodes and communication relationships as dynamic edges. Shen et al.
proposed GraphComm, which employs GNNs to model explicit and implicit relationships among
agents and uses relational information to improve communication in multi-agent reinforcement
learning [11]. Their experiments on StarCraft II demonstrate that graph-based representations can
capture structured dependencies that are difficult to model through independent agent policies.
Pesce and Montana introduced Connectivity-Driven Communication (CDC), which models agents
as nodes of a weighted graph and dynamically learns state-dependent edges representing pairwise
information exchange [12]. Importantly, the communication topology is not predefined but learned
jointly with the attention mechanism and policy, enabling the system to adapt information flow to
changing environmental states. This dynamic topology is particularly relevant to embodied multi-
agent systems, where physical proximity, task dependency, observation quality, and environmental
conditions may change continuously.

Recent communication-efficient MARL research has further emphasized the importance of
communication constraints. For example, recent work on communication-efficient MARL
considers bandwidth limitations and unreliable communication channels, indicating that realistic
multi-agent systems cannot assume unlimited and error-free information exchange [13]. However,
existing graph-based communication approaches generally optimize connectivity and information
flow, rather than jointly modeling communication reliability, adversarial risk, and downstream
inference cost. SafeComm-Agent therefore introduces a security-aware communication graph in

pg. 256



FUNDAMENTAL SCIENTIFIC REPORTS IN MULTIDISCIPLINARY AREAS

which the edge importance is determined not only by task dependency and information value but
also by the security risk associated with communicating agents.

2.4 Security and Adversarial Robustness of Embodied and VLA Agents

The integration of foundation models with physical robots introduces new security risks because
errors in perception or reasoning can propagate directly to physical actions. Recent research has
demonstrated that VLA models are vulnerable to adversarial manipulation. Wang et al.
systematically investigated adversarial vulnerabilities of VLA-based robotic systems and
developed position-aware and trajectory-targeted attacks, including adversarial patches that can
manipulate robotic behavior in both simulated and physical environments [14]. Their findings
show that relatively small visual perturbations can substantially degrade robotic task performance,
highlighting the importance of security-aware perception and decision-making for embodied
systems. Xing et al. provided a broader survey of security vulnerabilities and attack surfaces in
Embodied AI, covering adversarial attacks, sensor spoofing, multimodal vulnerabilities,
LLM/LVLM attacks, and cyber-physical integration risks [15]. Their analysis emphasizes that
embodied systems face threats across perception, cognition, communication, and physical
interaction layers rather than within a single neural model. This observation is particularly relevant
to collaborative multi-agent systems, where a compromised observation may be propagated to
other agents through communication channels and subsequently influence collective decisions.
Despite this progress, security-oriented embodied-Al research has predominantly focused on
attack generation, vulnerability analysis, detection, or defense. It rarely considers how detected
security risk should dynamically modify the communication topology or inference budget. For
example, a high-risk agent may require additional verification from trusted agents, whereas a low-
risk agent may safely operate with limited communication and shallow inference. This distinction
motivates the risk-aware communication mechanism of SafeComm-Agent, in which attack
detection is not an isolated security module but an input to subsequent coordination and
computation decisions.

2.5 Adaptive Test-Time Compute and Reasoning Optimization

Increasing inference-time computation has recently emerged as an important approach for
improving the reasoning capability of large language models. Snell et al. investigated the scaling
behavior of LLM Test-Time Compute and showed that additional inference-time computation can
improve reasoning performance, while the optimal amount of computation depends strongly on
task difficulty [16]. Their compute-optimal analysis suggests that inference resources should be
allocated adaptively rather than uniformly across all inputs. This principle is particularly relevant
to embodied agents because routine states may require only rapid single-pass reasoning, whereas
uncertain or adversarial states may require additional verification. More recent work has explored
structured test-time reasoning through search, self-correction, and multiple candidate generation.
For example, Forest-of-Thought employs multiple reasoning trees and consensus-guided decision
making to improve complex reasoning at inference time. These methods demonstrate that
reasoning quality can be improved by selectively increasing inference computation, but their
primary objective remains reasoning accuracy rather than embodied-system safety.

For multi-agent embodied intelligence, however, inference computation cannot be optimized
independently of communication. Additional reasoning may require information from other agents,
while additional communication itself introduces token, bandwidth, and latency costs. SafeComm-
Agent therefore extends adaptive TTC from a single-agent reasoning problem to a joint
communication—inference allocation problem, where the amount of reasoning computation is
conditioned on security risk, uncertainty, communication availability, and task requirements. In
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high-risk states, the framework further activates Monte Carlo Tree Search (MCTS) for deeper
action and verification analysis, while lower-risk states use lightweight reasoning to reduce
unnecessary computation.
2. Methodology

2.1 Problem Formulation and Overall Architecture
This study considers a multi-agent embodied intelligence system in which multiple heterogeneous
agents collaboratively perform navigation, manipulation, object interaction, and task planning in
a partially observable and potentially adversarial environment. Each agent receives multimodal
observations, including RGB or RGB-D images, language instructions, LiDAR or depth
information, proprioceptive states, and historical interaction trajectories. Let the environment at
time t be represented by s,, and let the observation of agent i be of. The collective observation is
0, = {0}, ..., 05}, while the joint action is A, = {al, ..., a}}. The objective is not merely to
maximize task success, but to jointly optimize task performance, security, communication
efficiency, and inference cost. SafeComm-Agent formulates the problem as a security-aware
partially observable multi-agent decision process. For each agent, the framework determines four
coupled decisions: whether communication is required, which agents should receive information,
what information should be transmitted, and how much reasoning computation should be allocated.
The overall optimization objective can be expressed as

T
mgx E [Zt_lyt (/11Rttask + /12Rstec - /13 Cgomm - /14Cil;1fer)]

where Ri,qx measures collaborative task performance, Rge. represents security and safety
performance, C.omm denotes communication cost, and Cj,fer represents inference computation.
The coefficients A4, ..., A4 control the relative importance of these objectives.

The complete SafeComm-Agent pipeline follows the sequence of multimodal perception, security-
risk estimation, dynamic communication-graph construction, MARL-based communication
scheduling, risk-aware message compression, adaptive Test-Time Compute (TTC), and high-risk
MCTS verification. The key design principle is that security detection is not treated as an
independent preprocessing module. Instead, the estimated risk directly modifies communication
edges and inference budgets, creating a closed-loop mechanism between perception,
communication, reasoning, and action (As shown in Figure 1). The threat model considered in this
work—where adversarial perturbations corrupt multimodal observations to mislead collaborative
decision making—can be viewed as a form of digital twin poisoning, where the integrity of the
simulated environment's representation is compromised to degrade the performance of world-
model-based agents [17].
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Figure 10verall flowchart of the model.

3.2 Multimodal Embodied Perception and Unified Agent Representation

The first component converts heterogeneous embodied observations into a unified representation.
For agent i, visual information o; ' is processed using a Vision Transformer (ViT) or equivalent
visual encoder, while language instructions and interaction history oil't are encoded by a language
or vision-language model. Spatial information obtained from depth cameras, LiDAR, SLAM, or

robot proprioception is encoded as o 't The corresponding representations are denoted by z; 4 zl-l't,
and z;"*.
A multimodal fusion function then produces the agent state representation,

t _ vt Lt _st pt—1
Zj _Ffusion(zi v Zi 5 Z; , hy )

where h{™! denotes the previous hidden state. This representation preserves both current
environmental information and temporal context. The architectural principle of maintaining
modality-specific encoding pathways while learning cross-modal interactions through a structured
mechanism finds supporting evidence in recent dual-encoder approaches for representation
alignment [18]. In implementation, the system can use lightweight encoders for routine
observations and invoke more computationally expensive multimodal reasoning only when
uncertainty or security risk increases. This design is important for embodied applications because
continuous execution cannot afford full-scale multimodal reasoning at every time step.

3.3 Multimodal Attack Detection and Security-Risk Estimation

SafeComm-Agent explicitly models the possibility that an agent's observations or received
information may be corrupted. The attack detection module combines unimodal anomaly detection
with cross-modal consistency analysis. For modality m, an anomaly detector produces

Jt ,t
A:n - ﬁinom (Z :n )
where a larger value indicates stronger deviation from the expected observation distribution. To

identify inconsistencies between visual and linguistic information, cosine similarity can be
calculated as
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,t Lt
vt _ (Z;J )"z,

i - ,t Lt
Iz 21127 2

and the corresponding cross-modal inconsistency is D; =1 - S/ Yt The system further
incorporates epistemic or predictive uncertainty Uf. The final security-risk score is obtained

through a calibrated fusion function,
R! = o(aAl + DM +yUY)

where A} is the aggregated anomaly score, o (+) is the sigmoid function, and a, 8, y are learnable
or validation-set calibrated coefficients. Rf € [0,1] represents the estimated probability that the
current information state is unreliable or potentially unsafe. The design of this risk fusion function
draws inspiration from adaptive risk control models that combine heterogeneous risk signals
through learned or calibrated weighting schemes. For example, in credit risk detection, Li et al.
[19] showed that integrating tree-based and neural risk indicators through adaptive fusion can
capture both linear and non-linear risk patterns more effectively than either approach alone.

This risk representation serves as a critical bridge between security and system optimization. Low-
risk agents can communicate normally and use lightweight reasoning, whereas agents with high
risk are prevented from becoming unrestricted information sources and are instead subjected to
additional verification. Thus, attack detection directly affects downstream coordination rather than
merely producing an independent security label.

3.4 Dynamic Security-Aware Communication Graph

The communication structure is represented as a time-varying graph G, = (V, E;, W;), where each
node corresponds to an agent and each edge represents a potential communication relationship.
The node representation is defined as

hi = [z, Ri, T}, B{]

where T/ represents task dependency information and B} denotes the remaining communication
or inference budget.

A Graph Neural Network (GNN) computes the relationship between agents. Specifically, an
attention mechanism first estimates the conventional communication coefficient,

exp(eit-)
t _ 4 H at ex ] e
eij = a(Wh;, Why), T ke, exp (efy)
i l

SafeComm-Agent subsequently modifies this coefficient according to security risk and
information value:

af; = al;(1 - RH(1 = RNI;

where [ f] measures the expected information value of communication from agent i to agent j. The
design of this dynamic graph construction mechanism draws conceptual inspiration from recent
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advances in temporal-fusion-based graph neural networks for risk-aware modeling. Hu et al. [20]
demonstrated that incorporating temporal fusion into dynamic GNNs enables more accurate
prediction of risk propagation patterns by explicitly capturing temporal dependencies in evolving
graph structures, outperforming static and myopic graph learning baselines. Following this
principle, SafeComm-Agent incorporates temporal dynamics into the communication graph
construction, where edge weights are continuously updated based on both current security risk
estimates and historical communication reliability patterns. This temporal fusion approach allows
the framework to anticipate evolving threat conditions rather than reacting solely to instantaneous
risk signals, thereby improving the robustness of communication decisions under sustained
adversarial conditions. This mechanism suppresses communication involving high-risk agents
while preserving strong connections between reliable agents with complementary information.
Importantly, it does not simply disconnect risky agents; high-risk information can still be
transmitted when its task value is sufficiently high and additional verification is available.

3.5 MARL-Based Communication Scheduling

The dynamic graph provides structural information, while Multi-Agent Reinforcement Learning
(MARL) determines the actual communication policy. For agent i, the state is defined as

Sit = [hit' Gt Ry, Ci]

where R; contains the global risk context and C; represents current communication conditions.
The action is formulated as

t _ t .t t
a; = (¢, pi,m;)

where ¢} determines whether communication occurs, pf specifies the target agent or subset of
agents, and m! specifies the information to be transmitted.
The policy is optimized using a joint reward,

e = Alrtask + 2-27"safe - /13Cmsg - /14Ctoken - ASCinfer

The communication terms penalize unnecessary message transmission and token consumption,
while the inference term penalizes excessive reasoning computation. The safety reward
additionally penalizes unsafe actions and rewards successful detection and verification of
suspicious information. This formulation allows the policy to learn that communication is valuable
only when its expected contribution to task completion or safety exceeds its associated cost.

3.6 Risk-Aware Message Selection and Compression

Even when communication is selected, transmitting the entire internal state or reasoning trajectory
is inefficient. SafeComm-Agent therefore assigns an importance score to candidate message units.
For message my, the importance is estimated as

Q(my) = Aplask(my) + Aglsec(My) + Ay lnov(My)
where I, measures task relevance, I measures security relevance, and I,,,, measures the

novelty of the information relative to previously transmitted content. Only messages satisfying
Q(my) > t,, are retained.

pg. 261



FUNDAMENTAL SCIENTIFIC REPORTS IN MULTIDISCIPLINARY AREAS

The selected information can subsequently be compressed into structured semantic representations,
such as object identity, location, detected anomaly, confidence, and recommended action. This is
preferable to transmitting long-form reasoning traces because downstream agents typically require
decision-relevant facts rather than the complete generation history. The compression mechanism
therefore reduces token traffic while preserving information that is important for both task
coordination and security verification.

3.7 Adaptive Test-Time Compute Allocation

SafeComm-Agent dynamically allocates inference computation according to task difficulty,
uncertainty, and security risk. Rather than assigning an identical reasoning budget to every state,
the system computes

Bit:Bmin + (Bmax — Bmin )f(Rit'Uit'DD

Where B, and Bpa,  denote minimum and maximum inference budgets, while Df represents

estimated task difficulty. The function f(-) maps these factors to a normalized computation
allocation.

Three reasoning regimes can be implemented. Low-risk and low-uncertainty states use a single-
pass inference strategy. Medium-risk states activate self-refinement or limited multi-agent
verification. High-risk states receive larger token budgets and additional agent consultation. This
design follows the general observation that inference-time computation can be allocated according
to problem difficulty rather than uniformly across inputs. The difference is that SafeComm-Agent
extends this principle to embodied multi-agent settings by conditioning inference allocation jointly
on security risk and communication availability.

3.8 MCTS-Based High-Risk Verification

For high-risk states, SafeComm-Agent introduces Monte Carlo Tree Search (MCTYS) as a selective
verification mechanism rather than applying computationally expensive search to every state. Each
search node represents a candidate combination of action, communication configuration, and
inference budget,

ne = (A, Gy, By)
The utility of a candidate configuration is estimated by
U(n) = Rtask(n) + AsRsecurity(n) - AcCcomm (n) - Ab Cinfer(n)

MCTS performs selection, expansion, simulation, and back-propagation over a limited search
depth. Candidate branches involving unsafe actions or high-risk information are penalized,
whereas branches supported by reliable agents and additional verification receive higher utility.
The final action is selected from the highest-value safe branch. Because MCTS is activated only
when R} exceeds a predefined threshold, the framework avoids imposing its computational
overhead on routine interactions.

3.9 Joint Optimization and Training Strategy

The final SafeComm-Agent policy is trained end-to-end through centralized training with
decentralized execution. During training, the critic can access global task states, communication
graphs, security labels, and execution costs, whereas each deployed agent relies only on locally
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available observations and received messages. This setting enables effective credit assignment
while preserving decentralized operation during inference.
The total training objective combines task, safety, communication, and inference objectives:

L= LMARL + 771*Cattack + nngraph + 773*Ccompress + 774Lbudget

The attack-detection loss supervises security-risk estimation, while the graph and communication
objectives encourage informative yet sparse communication. The budget regularization term
prevents the learned policy from continuously selecting the maximum inference budget. During
deployment, the framework operates as a closed-loop controller: observations produce risk
estimates, risk estimates modify the communication graph, communication decisions determine
the available information, and the resulting uncertainty determines the inference budget and
whether MCTS verification is activated. This closed-loop design enables SafeComm-Agent to
jointly balance physical task performance, security robustness, communication efficiency, and
reasoning computation in dynamic multi-agent embodied environments.

The distributed training paradigm adopted in SafeComm-Agent is consistent with recent advances
in scalable graph-based learning for large-scale dynamic systems. Han et al. [21] similarly
employed a distributed computation framework to train their hierarchical spatio-temporal GNN on
city-scale logistics networks, demonstrating that distributed training can effectively scale graph
learning to large-scale settings while preserving model accuracy and training efficiency. Their
results suggest that decomposing large-scale coordination problems into hierarchical sub-problems
with localized learning signals can achieve performance comparable to centralized approaches
while maintaining the scalability required for real-world deployment. This principle supports
SafeComm-Agent's design choice of centralized training with decentralized execution, where the
critic leverages global information for effective policy learning while individual agents remain
fully decentralized during deployment.

3. Experiment

4.1 Dataset Preparation

The experiments use publicly available embodied-Al environments from the Habitat ecosystem,
primarily the ReplicaCAD scene dataset and Habitat navigation/rearrangement task datasets.
ReplicaCAD is an artist-recreated version of the Replica FRL apartment and contains 84 publicly
released scene variations, more than 90 physical 3D object assets, articulated furniture, receptacle
metadata, and navigation meshes. Habitat additionally provides established PointNav, ObjectNav,
and Rearrange Pick episode datasets based on Gibson, Matterport3D, HM3D, and ReplicaCAD
scenes. These resources provide realistic indoor layouts, object configurations, navigation goals,
and interaction states for evaluating multi-agent embodied coordination. For SafeComm-Agent,
each episode is converted into multimodal agent trajectories containing visual, spatial, task, and
action information. The security scenarios are generated by applying controlled visual
perturbations, sensor noise/spoofing, and cross-modal instruction inconsistencies to these
authentic observations rather than constructing an artificial standalone dataset. The resulting
samples preserve the original scene and task semantics while providing attack/no-attack labels for
evaluating security-aware communication and reasoning.
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Table 1Dataset Features Used by SafeComm-Agent

Feature Description Source
RGB Visual scene observation Habitat
Depth Per-pixel distance information Habitat
Pose Agent position and orientation Habitat
Goal Navigation/manipulation target  |[Task episodes

Object State||Object identity and spatial state  |[ReplicaCAD

Language |Task/instruction information Task configuration
Action Navigation or manipulation action||Simulator
Risk Label ||Attack/normal state Controlled perturbation

The datasets therefore provide the multimodal observations and embodied task structure required
to evaluate task success, security detection, communication efficiency, and adaptive inference.
Habitat also explicitly represents each dataset as task episodes containing starting configurations
and scene information, enabling reproducible training and evaluation splits.

4.2 Experimental Setup

Experiments are conducted in the Habitat embodied-Al simulation framework using ReplicaCAD
interactive scenes, which provide physically interactive indoor environments, articulated objects,
object receptacles, and navigation meshes for embodied tasks. ReplicaCAD contains 84 publicly
released scene variations and more than 90 physical 3D object assets, while Habitat supports
configurable sensors, task episodes, actions, and environment-level evaluation metrics. We
construct four heterogeneous agent roles, including a Vision Agent, Language Agent, Navigation
Agent, and Safety Agent, which collaboratively perform navigation, object localization, and
rearrangement tasks. Each agent receives RGB-D observations and task-state information, while
selected agents additionally access language instructions, pose, and object-state information. For
each episode, controlled visual perturbations, sensor spoofing, and cross-modal instruction
inconsistencies are injected into authentic observations to evaluate security-aware coordination.
The proposed SafeComm-Agent is compared with Independent Agent, Full-Communication
MARL, GNN-MARL, SparseComm-MARL, and SafeComm-Agent variants without MCTS or
adaptive TTC. All methods use the same scene splits, task episodes, attack conditions, and
maximum inference budget to ensure a consistent comparison.

4.3 Evaluation Metrics

The evaluation considers task effectiveness, security robustness, communication efficiency,
inference efficiency, and overall system cost. Task performance is measured using Task Success
Rate (TSR), defined as the percentage of episodes in which the agents complete the assigned
embodied objective, while Success weighted by Path Length (SPL) is additionally used for
navigation efficiency because Habitat defines SPL according to successful completion and the
ratio between optimal and traveled path length. Security performance is evaluated using Attack
Detection F1-score, which jointly measures precision and recall for identifying manipulated or
unreliable observations, and Unsafe Action Rate (UAR), which measures the proportion of
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executed actions that violate predefined safety constraints. Communication efficiency is quantified
using average transmitted tokens and Communication Reduction (CR) relative to the Full-
Communication baseline. Inference efficiency is measured by normalized inference cost and P95
decision latency. Finally, overall system efficiency is evaluated through a normalized Cost-
Performance Score (CPS), which combines task success, security performance, communication
cost, and inference cost. These metrics allow SafeComm-Agent to be evaluated not only as a
security detector but also as a complete resource-aware multi-agent embodied decision framework.
4.4 Results

Table 2 presents the overall comparison of SafeComm-Agent with Independent Agent, Full-
Communication MARL, GNN-MARL, SparseComm-MARL, and SafeComm-Agent without
MCTS under multimodal adversarial conditions. The evaluation covers task completion, attack
detection, physical safety, communication efficiency, and inference efficiency. SafeComm-Agent
achieves the strongest overall performance, with a task success rate of 94.6%, an attack-detection
F1-score of 93.2%, an unsafe-action rate of 3.9%, a normalized communication cost of 0.55%, and
a normalized inference cost of 0.74%. These results indicate that the framework improves security
and task performance without relying on more communication or computation. It also worth noting
that adding MCTS increases task success from 92.8% to 94.6%, raises attack-detection F1 from
91.0% to 93.2%, and reduces the unsafe-action rate from 5.2% to 3.9%. These results suggest that
MCTS is particularly useful when the initial policy must resolve ambiguous or high-risk situations.
By considering future consequences and comparing information from different agents, it can
prevent suspicious observations from propagating into unsafe physical actions. Adding MCTS
normally introduces additional search computation, Table 2 reports slightly lower communication
and inference costs for the complete framework than for the version without MCTS. One possible
explanation is that selective verification prevents repeated communication, unnecessary reasoning,
failed actions, and subsequent recovery operations. However, this interpretation requires
additional experimental evidence because the current draft does not explain how search overhead
is included in the normalized cost measures.

Table 2. Overall Performance Comparison under Multimodal Adversarial Conditions

Method TSR Attack F1|UAR Comm. Inference
(%) 1T (%) 1 (%) | |[Cost | Cost |

Independent Agent 82.7 76.4 11.8 0.42x 0.68x

Full-Communication

MARL 89.3 84.7 8.6 1.00% 1.00%

GNN-MARL 91.1 87.9 7.1 0.81x 0.94x

SparseComm-MARL [90.4 86.8 7.6 0.63x% 0.88x

SafeComm-Agent w/o

MCTS 92.8 91.0 5.2 0.57x 0.78x

SafeComm-Agent 94.6 93.2 3.9 0.55x% 0.74x
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Table 3 examines how different communication and inference strategies affect task performance,
navigation efficiency, communication traffic, decision latency, and total computational cost.
Unlike Table 2, which compares the overall security and task performance of different multi-agent
methods, Table 3 focuses specifically on the allocation of communication and inference resources.
It therefore evaluates whether communication reduction, adaptive inference, or their joint
optimization provides the best balance between performance and efficiency. The complete
SafeComm-Agent achieves the best overall results, with a task success rate of 94.6%, an SPL of
84.7%, 1,020 tokens per step, a P95 latency of 274 ms, and a normalized total cost of 0.61x.
Relative to Full Communication plus Full Compute, it improves task success by 1.5 percentage
points and SPL by 2.3 percentage points. At the same time, it reduces communication traffic by
approximately 45.2%, P95 latency by approximately 36.0%, and total cost by 39%. The
comparison between SafeComm-Agent and SafeComm-Agent without Adaptive TTC illustrates
the contribution of dynamic inference allocation. Adding adaptive TTC improves task success
from 93.9% to 94.6% and SPL from 83.4% to 84.7%, while reducing P95 latency from 302 ms to
274 ms and total cost from 0.69x to 0.61x. The average number of transmitted tokens changes
only slightly, from 1,010 to 1,020, because adaptive TTC primarily controls reasoning
computation rather than communication volume. The results therefore suggest that the framework
spends more reasoning effort on difficult, uncertain, or high-risk states while using lightweight
inference for routine states. However the evidence need to be furtherly experimented and studied.

Table 3. Joint Optimization of Communication and Inference Resources

Method TSR ||SPL |Avg. P95 Latency||Total
(%) 1 ||[(%) 1 | Tokens/Step | [|(ms) | Cost |

Full-Communication g3 y gy 4 |1 860 428 1.00x

Full Compute

Full-Communication +

Adaptive TTC 93.5 |182.9 1,860 337 0.86%

Sparse Communication *o, ¢ lig; 7 |j 949 361 0.78x

Full Compute

GNN-MARL Jointlos g lg3.1 1,120 318 0.72%

Scheduling

SafeComm-Agent w/o

Adaptive TTC 93.9 834 1,010 302 0.69%

SafeComm-Agent 94.6 ||84.7 1,020 274 0.61x
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Training Convergence of SafeComm-Agent under Multimodal Adversarial Conditions
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Figure 2Training Convergence of SafeComm-Agent under Multimodal Adversarial Conditions

Figure 2 presents the training convergence of SafeComm-Agent and the comparison methods
under multimodal adversarial conditions. The horizontal axis represents the number of training
episodes, ranging from 0 to approximately 5,000, while the vertical axis represents normalized
average episode reward. A higher reward indicates that a method is achieving a better combined
outcome according to the training objective, which incorporates task performance, safety,
communication cost, and inference cost. SafeComm-Agent maintains the highest average episode
reward during most of the training process. Although its reward initially fluctuates, it shows a clear
upward trend and eventually stabilizes in the low-to-mid 90s. During the slightly later stages of
training, particularly after approximately 1,000 episodes, its performance remains relatively stable
at a level above the other methods. This pattern suggests that the complete framework learns an
effective policy for balancing task completion, security, communication, and inference resources.
4.5 Discussion

The superior performance of SafeComm-Agent results from the coordinated interaction between
security estimation, communication scheduling, and adaptive inference rather than from any
individual component. The multimodal risk estimator first identifies unreliable observations
through anomaly scores, cross-modal inconsistency, and uncertainty. This risk information then
modifies the GNN communication topology, preventing high-risk information from being
propagated indiscriminately while preserving communication paths with high task or security
value. MARL subsequently learns when communication is actually beneficial, reducing redundant
exchanges that would otherwise increase token and latency costs. The adaptive TTC mechanism
provides a second layer of resource control. Instead of assigning the same reasoning budget to
every state, SafeComm-Agent allocates additional computation to uncertain or potentially unsafe
situations while maintaining lightweight inference for routine decisions. This explains why the
framework simultaneously improves TSR to 94.6% and reduces inference cost to 0.74x. MCTS
further complements MARL by performing selective verification only for high-risk states, which
improves Attack F1 from 91.0% to 93.2% compared with the version without MCTS. These results
suggest that communication and inference should not be treated as independent optimization
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problems in embodied multi-agent systems. Their optimal allocation depends jointly on task
dependency, information value, uncertainty, and security risk. SafeComm-Agent therefore
establishes a closed-loop mechanism in which security perception determines communication,
communication determines available information, and information uncertainty determines
inference computation, producing a more balanced trade-off among safety, accuracy, throughput,
and computational cost. This scalability concern motivates a hierarchical extension of the
scheduling mechanism. In multi-cloud LLM serving, Xu et al. [22] addressed an analogous
problem by decomposing global traffic scheduling and local instance-level allocation into two
coordinated layers within a hybrid deep reinforcement learning framework, thereby retaining
responsiveness at the local level while preserving global optimality of resource distribution.
Adopting a similar two-layer decomposition in SafeComm-Agent—where a high-level policy
allocates team-wide communication and inference budgets and a low-level policy handles pairwise
message selection—could mitigate the superlinear growth of graph maintenance cost and improve
robustness to agent churn. We leave this hierarchical variant to future work.

5. Conclusions

This study investigates security-aware communication and inference optimization for multi-agent
embodied intelligence systems and proposes SafeComm-Agent, a unified framework that jointly
addresses multimodal adversarial detection, inter-agent communication, and adaptive reasoning
computation. By integrating Vision Transformers, Vision-Language Models, cross-modal
consistency analysis, and uncertainty estimation, the framework identifies unreliable multimodal
observations and estimates agent-level security risks. A dynamic security-aware Graph Neural
Network then regulates communication relationships, while Multi-Agent Reinforcement Learning
optimizes when to communicate, whom to contact, and what information to transmit. Risk-aware
message compression and adaptive Test-Time Compute further reduce unnecessary
communication and inference overhead, while Monte Carlo Tree Search provides additional
verification for high-risk states. Experiments conducted in Habitat-based simulated embodied
environments with controlled multimodal adversarial perturbations demonstrate the effectiveness
of SafeComm-Agent. The proposed framework achieves a task success rate of 94.6% and an attack
detection Fl-score of 93.2%, while reducing inference cost by 26% compared with full-
communication MARL. Furthermore, the joint communication and inference optimization strategy
reduces total computational cost to 0.61x that of full-communication and full-computation
execution, corresponding to a 39% reduction. These results indicate that explicitly coordinating
security risk, communication topology, and inference allocation can improve the reliability and
resource efficiency of collaborative embodied agents. The framework therefore provides a
practical research basis for safety-aware navigation, multi-robot manipulation, human-robot
collaboration, and autonomous embodied decision-making in dynamic environments. Despite
these promising results, several limitations remain. The current evaluation is primarily conducted
in simulated environments, and the controlled adversarial perturbations may not fully represent the
diversity and complexity of real-world physical attacks, sensor failures, or communication
disturbances. In addition, the present framework relies on hand-tuned reward weights and a fixed
MCTS budget schedule. Moving these design choices from manual configuration to adaptive
search is a natural next step. Ren [23] showed that adaptive evolutionary algorithms can optimize
testing and resource-allocation decisions in large-scale Al server environments by dynamically
tuning search parameters under a fixed budget, outperforming static schedules. A corresponding
extension for SafeComm-Agent would be an outer-loop evolutionary process that jointly tunes the
reward coefficients ou...as and the risk-to-budget mapping, searching for robust operating points
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across diverse attack intensities and team sizes. Future research could validate SafeComm-Agent
on physical multi-robot systems and more heterogeneous embodied environments, incorporate
realistic sensor spoofing and communication attacks, and develop lightweight risk estimation and
verification mechanisms. Further exploration of continual adaptation, heterogeneous agent
capabilities, and hardware-aware inference scheduling could also improve scalability and
robustness for long-horizon real-world embodied tasks.
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