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Abstract. 

With the development of different kinds of wearable devices, more and more 

people are using these systems monitoring their body signals. In addition, deep 

neural networks show strong performance when it comes to single-lead ECG 

rhythm classification. However, those machine learning classifiers can be easily 

affected by small deliberately designed adversarial perturbations to original 

input data. Hence, this essay proposes a lightweight frequency-domain defense 

framework for protecting a single-lead ECG classifier against adversarial 

perturbations using the MIT-BIH Arrhythmia Database. The experiment in this 

essay uses both patient-level train/test separation and continuous multi-beat 

ECG windows, so the evaluation is closer to a real-world clinical setting where 

new patients are unseen during training. This framework uses FGSM and PGD 

to attack an unprotected baseline model trained by time-series based 1D CNN 

(one-dimensional convolutional neural network) and a proposed frequency-

domain trained 1D CNN defense model. In particular, the baseline receives 

normalized fixed length temporal windows, while the defense receives normalized 

FFT (Fast Fourier Transform) transformed frequency sequences. Also, both 

models are evaluated with the introduced adversarial attacks. Thus, across five 

random patient-level splits and 11 perturbation strengths, the result shows that 

the defense model achieved higher mean attacked macro F1 for all three attack 

families: 0.676 versus 0.419 for FGSM, 0.483 versus 0.248 for PGD, and 0.482 

versus 0.248 for the combined attack. All in all, the main contribution in this 

essay is a lightweight framework that changes the classifier input from a temporal 

window to FFT-magnitude features and trains this frequency-domain model with 

clean, FGSM, and short-PGD samples. 

The code can be accessed at GitHub (https://github.com/ArcaneEmerald/ecg-

defense-framework).
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1. INTRODUCTION 

1.2 The Proliferation of Wearable Diagnostics 

Wearable devices have advanced significantly, enabling continuous, ambulatory monitoring of 

critical physiological signals during daily activities rather than restricting patients to controlled 

http://fsrma.org.hostajournal.com/index.php/FSRMA/index
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clinical environments. For example, smart wearable devices facilitate ambulatory cardiovascular 

care by supporting continuous rhythm observation outside clinical settings [1]. 

More importantly, the scale of wearable devices is no longer theoretical, it has been proved by real 

numbers. Just in an Apple Heart Study, there have been 419,297 participants enrolled to evaluate 

a notification algorithm of screening atrial-fibrillation by detecting irregular pulse on wearable 

devices [2]. Besides, another similar study called the Fitbit Heart Study got 455,699 participants 

enrolled for atrial-fibrillation detection [3]. However, challenges remain in ambulatory ECG 

monitoring, primarily because large-scale data collection does not inherently guarantee high-

fidelity ground truth annotations [4]. Although there are still many open problems, some studies 

show that wearable ECG algorithms can be clinically meaningful. For instance, Bumgarner et al. 

proved that ECG algorithms on wearable devices can be clinically relevant [5]. And Rajpurkar et 

al. successfully used CNNs for cardiologist-level arrhythmia detection [6]. However, 

cybersecurity issues are increased as well at the same time. Authentication, confidentiality, 

integrity and so on have become core security challenges for medical sensing systems in a wireless 

body area network survey [7]. And another study also emphasis the increasing concerns of data 

privacy and malicious manipulation risks [8]. Furthermore, the inherent vulnerabilities of wireless 

transmission expose these systems to adversarial attacks, which can intentionally induce severe 

model misclassifications. 

1.3 The Adversarial Threat Vector 

Furthermore, the inherent vulnerabilities of wireless transmission expose these systems to 

adversarial attacks, which can intentionally induce severe model misclassifications. Malicious 

attackers can add some small and deliberately generated perturbations to the input raw data so that 

corresponding trained models will make wrong predictions while the signal still appears plausible 

to humans. For example, Szegedy et al. find out that deep neural networks are very vulnerable to 

carefully crafted adversarial perturbations [9]. And Goodfellow et al. show that small worst-case 

perturbations can lead to misclassification according to their FGSM attack method [10]. Moreover, 

this kind of attack could result in serious consequences in clinical settings since researchers have 

proved that adversarial attacks can cause potential safety risks in medical machine learning 

systems [11]. Particularly in ECG, Han et al. crafted deliberately designed examples of input data 

for single-lead ECG to fool neural networks [12]. And Ono et al. successfully manipulated 

diagnosis results by adding adversarial beats into ECG sensor readings [13]. These studies deepen 

corresponding research into specific ECG security and show that ECG classification systems 

powered by machine learning algorithms are vulnerable against adversarial attacks, so the need to 

test ECG classifiers under adversarial conditions and design corresponding defenses stands out. 

1.4 Ineffective Defense for Wearable Computers 

Several solutions have been proposed for defending adversarial attacks over time, but many of 

them are not ideal for wearable devices. Traditional security methods, such as encryption and 

authentication, are inherently incapable of protecting models against carefully crafted 

perturbations injected directly into the raw physiological input data. The Internet of Medical 

Things (IoMT) is particularly susceptible to these broader cybersecurity risks [8]. Therefore, some 

defensive approaches are introduced in adversarial machine learning, such as adversarial training, 

defensive distillation, detection and so on. Some of them are effective. For instance, Madry et al. 

showed that adversarial training can significantly improve the robustness of models against 

adversarial attacks [14]. But some methods are not that effective. For example, Carlini and Wagner 

demonstrate that defensive distillation does not significantly improve the robustness of neural 

networks [15]. On top of that, model size is another concern in terms of efficiency of wearable 
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devices. The parameter count plays a core role in computational efficiency, which is critical given 

the strict power constraints of wearable devices. 

Hence, some models specifically designed for small devices are invented, such as MobileNet that 

has only 4.2 million parameters and SqueezeNet that achieves accuracy with 50x fewer parameters 

[16], [17]. These lightweight models reduce model size compared with general-purpose 

architectures. 

1.5 Problem Statement & Hypothesis 

Transforming time-series signals into the frequency domain isolates a distinct feature space that is 

highly effective for analyzing and mitigating adversarial attacks. Therefore, this study presents a 

lightweight frequency-domain-based method for protecting machine learning models against 

adversarial perturbations. The Fast Fourier Transform, an efficient way to calculate Fourier 

Transform on computers, will be used to transform raw physiological signals in temporal domain 

into frequency domain [18]. This study trains two models, one is a baseline 1D CNN model and 

the other is a frequency-domain-based adversarial defense 1D CNN model, and they will be 

attacked by both FGSM and PGD methods, then comparing their separate accuracy in the end. The 

defense model is expected to have better attacked macro F1 than the baseline under the tested 

attack settings. This approach is purely software-based and does not require any hardware changes. 

2. Related Work 

2.1 Adversarial Vulnerabilities in 1D Time-Series Data 

For most ECG wearable devices, real-time physiological signals extracted from sensors are usually 

one-dimensional time-series segments, such as ECG beats. Therefore, one-dimensional 

convolutional neural networks (1D CNNs) are widely adopted, as they efficiently process 

physiological signals while maintaining a compact, energy-efficient architecture compared to 2D 

CNNs [19]. Many prior works have proved that applying deep neural networks to physiological 

signal detections is effective and efficient. For example, Hannun et al. used deep neural network 

to successfully classify cardiologist-level arrhythmia in a large ambulatory ECG dataset [20]. 

Acharya et al. applied a deep CNN to classify heartbeats, showing the increasing popularity of 

CNN models in heartbeat recognition [21]. Additionally, Kachuee et al. introduced a deep 

transferable representation of ECG heartbeat classification, which can transfer acquired knowledge 

to another task [22]. What’s more, Ribeiro et al. proved that deep neural networks are able to learn 

clinically diagnostic patterns from 12-lead ECG recordings, with high accuracy [23]. However, 

they are not perfect since adversarial attacks can easily corrupt models. Some researchers show 

that single-lead ECG classifiers are simply affected by adversarial examples while remaining 

plausible output [12]. Also, Ono et al. demonstrated successful diagnosis manipulation 3-5 times 

out of 40 attempts during a 2-minute physical ECG experiment [13]. These adversarial attacks not 

only degrade predictive accuracy but also force models to generate clinically plausible false 

outputs that easily evade human detection. 

2.2 Smoothing, Distillation, and Other Defense Techniques 

In order to make the input of a deep learning system more robust, some input defense techniques 

are used and most of the existing work include approaches of input smoothing and distillation. For 

instance, Cohen et al. showed that randomized smoothing can provide certified robustness within 

a defined perturbation radius [24]. However, these methods have their own limitations. For 

example, Carlini and Wagner showed that defensive distillation can be bypassed when it is 

evaluated with stronger attacks [15]. Additionally, alternative defensive paradigms, such as input 

denoising, have been explored to mitigate adversarial perturbations. An ECG baseline wander 

removal filter based on deep learning called DeepFilter has been introduced by Romero et al. to 
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address noise in signals [25]. In addition, Sarafan et al. introduced an Ensemble Kalman filter for 

ECG denoising [26]. These methods address signal noise, but adversarial perturbations are 

optimized against the classifier, so this study evaluates robustness directly rather than assuming 

that denoising alone is sufficient. Thus, in this study, a real FFT firstly represents the spectral 

structure of each ECG window. Then the defense model learns directly from normalized log-

magnitude values together with robust training. This experiment checks whether this complete 

frequency-domain design improves attacked classification while keeping a small CNN. 

3. Methodology 

3.1 Dataset and Preprocessing 

The data of this study was created from extracted recordings of ECG devices in the public MIT-

BIH Arrhythmia Database (MIT-BIH database) provided by PhysioNet (www.physionet.org), it 

contains two-channel ambulatory ECG recordings from 47 subjects and these recordings are 

sampled at 360 samples per second per channel [27]. The preprocessing is as follows: all 48 

recordings from record 100 to record 234 were read from the raw folder, using values from .hea 

and .dat files and annotations from .atr files. The database comprises 47 unique subjects; records 

201 and 202 originate from the same patient and are therefore strictly grouped during data 

partitioning. In addition, the MLII channel was selected when available. Next, each recording was 

divided into non-overlapping continuous 5-second windows, equal to 1,800 samples. Then a 

window was labelled abnormal if at least one non-normal annotated beat occurred inside it. 

Otherwise, it was labelled normal. After that, each window was min-max normalized to [-1, 1]. 

What’s more, patient groups were separated before window extraction. Thus, in the seed-42 split, 

32 training patient groups produced 11,888 train windows and 15 held-out testing patient groups 

produced 5,415 test windows, with no patient overlap. Keeping patients separate before window 

creation is important because ECG shape can be specific to one person. If windows from one 

recording appeared in both datasets, the CNN could partly recognize that recording instead of 

learning a pattern that transfers to an unseen patient. The 5-second duration is also long enough to 

contain several beats and short rhythm changes, while it still gives fixed-size inputs for batch 

training. Non-overlapping windows reduce repeated samples, and only the short remainder at the 

end of a recording is not used. 

3.2 Threat Model Formulation 

This study simulates adversarial attack noise by taking advantage of model gradients to perturb 

normalized ECG windows. For the adversarial threat model, FGSM, PGD, and a combined worst-

case FGSM/PGD attack were explicitly implemented to generate targeted perturbations within the 

ECG pipeline. During our final testing, each model is attacked using its own gradients and 

evaluated on those same perturbed held-out windows. And both models use the same argmax 

decision rule for all predictions. Attack strength in this experiment is controlled by epsilon under 

an L-infinity bound. This experiment evaluates 11 values from 0.005 to 0.50, as shown in Table 

1. Here, FGSM uses one gradient step and PGD uses 10 projected steps and retains the highest 

loss iterate for each window. In addition, the combined method of both FGSM and PGD 

independently generates FGSM and PGD candidates and retains the higher loss candidate per 

window, so the combined stress test cannot be weaker than either component merely because of 

initialization. 
Table 1. Epsilon value used for adversarial attacks. 

 

Attack 

Method 

Epsilon(ε) 

1 2 3 4 5 6 7 8 9 10 11 

http://www.physionet.org/
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FGSM & 

PGD & 

Combined 

0.005 0.01 0.02 0.03 0.05 0.08 0.10 0.15 0.20 0.30 0.50 

3.3 Feature Extraction in the Frequency Domain 

The core mechanism of the defense model is direct learning from normalized FFT-magnitude 

features, which allows the CNN to learn information from the frequency domain. 

The baseline model processes the original normalized 5-second temporal ECG window, 

establishing a standard benchmark for subsequent comparisons. Secondly, for the defense model, 

the same temporal window is transformed with a real FFT, converted to magnitude, compressed 

with log1p, and normalized to [-1, 1]. Then the resulting 901-bin frequency sequence is passed 

directly into the 1D CNN, which gives the defense model a spectral input representation while the 

baseline model retains the temporal input representation. The complete 901-bin sequence forms 

the defense input. Every bin from the real FFT, from 0 Hz to the Nyquist frequency of 180 Hz, 

remains available to the CNN. The log1p operation compresses very large magnitude differences, 

and the following min-max step keeps the feature range consistent. These steps give a fixed 

spectral sequence in which the CNN can learn relationships across frequencies. 

Figure 1 below shows one ECG window before and after simulated attack noise in both time 

domain and frequency domain views. It also illustrates how the perturbation changes both the 

temporal waveform and spectral energy used by the two input representations. 

 
Figure 1. Time and frequency domain comparison of clean and adversarial ECG windows. 

3.4 Lightweight Deep Learning Architecture 

After temporal domain or frequency domain feature preparation, a compact 1D CNN is used for 

both baseline model and defense model. Compact 1D CNNs are highly suitable for these ECG 

signals, as they efficiently process one-dimensional physiological data with a significantly smaller 

parameter footprint than vision-based 2D CNNs [19]. This CNN uses three convolutional blocks. 

And each block contains a 1D convolutional layer, batch normalization, and ReLU activation. The 
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convolution uses kernel size 7 with padding 3, and max pooling is applied after the first two blocks, 

then adaptive average pooling compresses the final feature map into a 64-dimensional 

representation. Both models contain 18,498 trainable parameters and use the same binary linear 

head. Their only difference of input domain is that the baseline model’s encoder receives 1,800 

temporal domain samples while the defense model’s encoder receives 901 frequency domain FFT-

magnitude bins. The Figure 2 below shows the complete architecture of 1D CNN used for both 

baseline model and defense model.  

 
Figure 2. 1D CNN architecture for both temporal domain baseline model and frequency domain defense model. 

 

3.5 Summary and Experimental Workflow 

First of all, our workflow begins with the MIT-BIH dataset, which is downloaded and read through 

WFDB. Then patient groups are divided into 70/30 train/test datasets. Within the training patients, 

approximately 20% are held out as an inner validation set for hyperparameter and epoch selection. 

After these patient-level splits, continuous 5-second ECG windows are extracted and normalized. 

This order prevents windows from the same patient appearing across training, validation, and test 

sets. The baseline model is trained exclusively on clean temporal-domain windows. Conversely, 

the defense model is trained on FFT-magnitude features using a composite loss function (50% 

clean, 25% FGSM, and 25% three-step PGD), with both training attacks bounded by an epsilon of 

0.10. And baseline checkpoints are selected by clean validation macro F1 as well as defense 

checkpoints are selected by the mean of clean, FGSM, and PGD validation macro F1 at epsilon 

0.05. This validation rule selects checkpoints that balance clean and attacked macro F1. 

In this study, adversarial training is included in the defense because FFT changes the input 

representation but does not guarantee resistance to gradient-based perturbations by itself. FGSM 

and short PGD samples allow the optimizer to see the local worst-case directions that are included 

in testing. The baseline remains clean trained as the unprotected reference. Therefore, the 

comparison evaluates the complete defense framework, which combines frequency-domain 

features and robust training. Thirdly, both models are evaluated on held-out patient records under 

clean input and model-targeted FGSM, PGD, and combined FGSM/PGD attacks. In this step, 

learning rates of 1e-4, 3e-4, 1e-3, and 3e-3 are compared on the inner validation patients. And the 

selected shared rate in this essay is 1e-3. Next, the complete evaluation is repeated for five patient-

split seeds, 42 through 46, and attack plots report the mean with one-standard-deviation bands. 
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Finally, we analyzed both robustness and efficiency for both models based on our collected and 

calculated metrics. 

4. Experimental Setup 

4.1 Hardware and Software Environment 

All of the experiments were conducted on a desktop-based environment rather than server-based 

environment since the computational demand of this study is not high, and only pure software was 

used as well. A description of the hardware as well as software configurations is provided next. 

Model training and evaluation were executed on an Apple M3 Pro processor equipped with 18 GB 

of unified memory. For software, the running Python version is 3.12.12 and a virtual environment 

of Python is also created in code folder; the installed packages are torch, numpy, pandas, scikit-

learn, matplotlib, wfdb. These packages were used for different parts: the torch package was used 

to build and train the neural network models, calculate gradients, and generate adversarial 

examples; the numpy package was used for numerical calculation and ECG signal preprocessing; 

the pandas package was used to store and organize experimental results, such as training history, 

robustness metrics, and summary tables; the scikit-learn package was used to calculate evaluation 

metrics, including accuracy, precision, recall, and macro F1 score; the matplotlib package was used 

to generate waveform, CNN architecture, attack-strength, defense-comparison, and learning-rate 

figures; the wfdb package was used to download and read ECG records and annotations from the 

MIT-BIH Arrhythmia database. Besides, this study also used Git to manage the codebase and 

version control. When it comes to IDEs, this study used PyCharm and VS code. 

What’s more, all experiment settings are stored in src/config.py, including the patient-split seeds, 

learning-rate options, attack strengths, and training settings. The command “python run.py all” 

prepares the selected splits, tunes the learning rate, trains the five repeated experiments, evaluates 

each attack, runs the benchmark, and creates Figures 1 and 3-5. 

4.2 Evaluation Metrics 

In order to have a full evaluation, this study measures both classification robustness and 

computational efficiency for ECG window classification. 

The main metrics are accuracy, precision, recall, macro F1, attacked macro F1, estimated FLOPs, 

latency, and parameter count. In this study, accuracy indicates overall correctness of predictions 

for both baseline and defense models, the formula of accuracy is: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

Precision indicates whether predicted abnormal windows are truly abnormal since we defined the 

label of abnormal signal to 1 in our models, the formula of precision is: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Recall indicates whether truly abnormal windows were all found, the formula of recall is: 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

F1 balances precision and recall, the formula of F1 is: 

𝐹1 =
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

Macro F1 averages class-level F1 equally, which is why it becomes the main classification metric 

in this study for this binary ECG classification task, the formula of binary Macro F1 is: 

𝑀𝑎𝑐𝑟𝑜 𝐹1 =
𝐹10 + 𝐹11

2
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Mentioned above TP means true positive, TN true negative, FP false positive, and FN false 

negative. 

In addition, estimated FLOPs, latency, and parameter count are measured because robustness is 

not the only concern for a wearable classifier. In this study, FLOPs estimates the arithmetic 

operations required for one forward pass; it is not a direct measurement of energy. Latency is the 

average number of milliseconds required to classify one window under the stated desktop 

benchmark, while throughput reports windows per second. Parameter count describes the trainable 

model size. Actual battery cost still needs measurement on wearable hardware. 

5. Results and Analysis 

5.1 Hyperparameter Tuning and Cross-Validation 

In this study, learning-rate tuning compared 1e-4, 3e-4, 1e-3, and 3e-3 using only seed-42 inner 

validation patients. Therefore, Figure 3 below shows validation accuracy, not test accuracy. This 

figure shows that the baseline model's highest validation accuracy was 0.953 at 0.003, while the 

defense model reached 0.918 at 0.001. In addition, a shared rate of 1e-3 was selected because it is 

the defense model optimum and keeps baseline model’s validation accuracy at 0.948, close to its 

maximum, without using test patients for selection. What’s more, to reduce dependence on one 

train/test partition, the final adversarial evaluation was repeated over five random patient-level 

splits with seeds 42, 43, 44, 45, and 46. Every outer split contained 32 training patient groups and 

15 test patient groups, with a disjoint inner validation subset. Also, Figures 4 and 5 therefore report 

mean macro F1 and standard deviation across five independently reselected patient splits. 

The inner validation patients are used only for learning-rate and checkpoint selection. They are not 

included in the final test calculation. For every new seed, patient groups are selected again before 

any window is extracted, so the mean and standard deviation represent five different held-out 

patient sets instead of five repeats on one fixed test set. 

 
Figure 3. Learning-rate tuning for temporal baseline and FFT-feature model. 

 

5.2 Assessment of the Vulnerability of the Unprotected Model 

The unprotected temporal baseline was evaluated under all three attack families across five patient-

level splits. And its clean macro F1 was 0.765 ± 0.048. Averaged across the 11 epsilon values, 

attacked macro F1 fell to 0.419 ± 0.085 under FGSM, 0.248 ± 0.064 under PGD, and 0.248 ± 0.064 

under the combined stress test. In addition, Figure 4 shows the corresponding mean curves and 
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standard-deviation bands. In terms of FGSM, baseline model’s macro F1 was 0.522 ± 0.113 at 

epsilon 0.005, 0.405 ± 0.127 at epsilon 0.10, and 0.355 ± 0.021 at epsilon 0.50. Furthermore, the 

apparent plateauing of the metric at large epsilon values requires careful interpretation via 

confusion matrices, as overwhelming perturbations frequently force the baseline model to collapse 

into single-class prediction rather than recover its accuracy. We can also find that the iterative 

attacks caused the larger reduction. For example, at epsilon 0.05, baseline model’s macro F1 was 

0.215 ± 0.087 for PGD and 0.215 ± 0.087 for the combined setting. In addition, the combined 

attack is a worst-case union: FGSM and PGD candidates are generated independently, and the 

higher-loss candidate is used for each window. The standard-deviation bands are also important 

here. A wide band means that the result changes with the patients assigned to a split, especially 

when one split has a different balance of abnormal windows. At large epsilon values, a flat macro 

F1 curve does not mean that the model has recovered. The confusion counts are checked because 

predicting mainly one class can also create a flat curve. 

 
Figure 4. Unprotected baseline vulnerability under FGSM, PGD and combined FGSM/PGD attacks. 

6.3 Defense Efficacy 

When it comes to defense efficacy, Figure 5 below compares adversarial attacks generated against 

and evaluated on each model. It shows that the defense model's clean macro F1 was 0.726 ± 0.040, 

compared with 0.765 ± 0.048 for the baseline. In addition, this clean difference is reported 

separately because the adversarial robustness should not be inferred from clean accuracy alone. 

These adversarially attacked results show the benefit of the complete FFT-magnitude plus robust-

training framework. What’s more, this figure also indicates that averaged across all 11 FGSM 

strengths, defense model’s macro F1 was 0.676 ± 0.032, compared with 0.419 ± 0.085 for the 

temporal baseline model. For instance, at epsilon 0.10, the defense model achieved 0.696 ± 0.034, 

while the baseline model achieved 0.405 ± 0.127. Notably, the defense model mean exceeded the 

baseline model at 11 of 11 plotted FGSM strengths. Additionally, the iterative PGD results show 

the larger advantage in this figure. For example, averaged across the epsilon grid, defense model’s 

macro F1 was 0.483 ± 0.043 under PGD versus 0.248 ± 0.064 for the baseline model, and 0.482 ± 

0.044 under the combined attack versus 0.248 ± 0.064. And at epsilon 0.05, the defense model 

reached 0.550 ± 0.038 under PGD and 0.549 ± 0.038 under the combined attack. 

Overall, the defense model achieved higher mean adversarial attacked macro F1 for all three attack 

families and exceeded the baseline model’s mean curve at 10 of 11 PGD strengths and 10 of 11 

combined-attack strengths. These results support the complete frequency-domain defense 

framework under the tested digital threat model. But they do not prove that FFT magnitude alone 

causes the improvement, because robust training is also part of the defense. 
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Figure 5. Baseline model versus frequency defense model under adversarial attacks. 

5.4 Computational Overhead 

When it comes to computational overhead, Table 2 below indicates the computational comparison. 

It shows that both models have 18,498 trainable parameters since they use the same CNN structure. 

Also, the temporal domain baseline model requires approximately 19,757,056 operations per 

window while the frequency domain defense model requires approximately 9,976,204, including 

an estimated 97,324 operations for the FFT. On top of that, its convolutional sequence is shorter 

because the real FFT produces 901 magnitude bins from 1,800 temporal samples. 

In addition, measured latency was 0.3793 ms per window for the baseline model and 0.4750 ms 

for the defense model. And corresponding throughput was 2636.63 and 2105.07 windows per 

second. What’s more, for example, these synchronized measurements include FFT feature 

extraction in the defense forward pass. Therefore, the defense model keeps the same parameter 

count and a small checkpoint while adding only a little bit frequency-transform cost. So, the 

measurements support a lightweight software implementation, although real wearable deployment 

would still require device-specific energy and latency testing. 
Table 2. Computational overhead comparison between baseline and defense models. 

 

Model Parameters 
Estimated 

FLOPs 

Checkpoint 

Size (MB) 

Latency 

(ms/window) 

Windows 

(/s) 

Baseline 18,498 19,757,056 0.0799 0.3793 2636.63 

Defense 18,498 9,976,204 0.0799 0.4750 2105.07 

 

6. Discussion 

6.1 Spectral Feature Mechanism 

We can tell from our experiments that FFT-magnitude features and robust training have separate 

jobs in the defense. First of all, the spectral representation summarizes how energy is distributed 

across the 5-second window, so the CNN depends less on the exact position of one beat. In 

addition, log scaling keeps a few large spectral peaks from dominating all other bins. Robust 

training then exposes this frequency-domain model to both one-step FGSM and iterative PGD 

directions before the final test. This second step is necessary because changing the representation 

alone does not remove gradients from the classifier. Figure 5 therefore reports the performance of 

the complete defense framework. The higher attacked macro F1 supports this combined design 

under the tested white-box setting, but it does not prove that frequency-domain features alone are 
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responsible for the whole gain. A matched temporal adversarial-trained model and a clean-trained 

frequency model are still needed to separate both contributions. 

6.2 Deployment of the Project to Real-World Settings 

In practice, this lightweight CNN architecture can be seamlessly deployed as a software module 

within an existing ECG classification pipeline. The baseline model will receive normalized 

temporal windows directly while the defense model will calculate log-scaled FFT magnitude and 

classify the resulting frequency sequence. Also, this transform requires no hardware change and 

uses the same argmax output rule as the baseline. However, deployment of this project should still 

be tested under device energy constraints and real-world sensor corruption. 

6.3 Current Vulnerabilities of the System 

Although the complete frequency-domain based defense model improves the tested adversarial 

attack averages, this current system still has several limits and corresponding directions for 

improvement. First of all, the adversarial attacks are digitally simulated. They provide controlled, 

model-targeted evaluation, but they do not fully represent wearable conditions where corruption 

may originate in electrodes, analogue front ends, wireless transmission, or malicious software. 

Thus, future work should consider, and test physically injected perturbations, corrupted sensor 

streams, and ECG recorded from multiple wearable devices. 

Secondly, the reported comparison evaluates an unprotected temporal domain based baseline 

model against a frequency domain based defense model that changes both input domain and 

training objective. This is appropriate for testing the complete framework, but it does not isolate 

the causal contribution of FFT magnitude from adversarial training. Therefore, future work should 

add a temporal adversarial trained control and a frequency-only training step, and should evaluate 

adaptive attackers that know the complete feature extractor and training procedure. 

Thirdly, performance varies across patient splits, and a 5-second window is labelled abnormal 

when any abnormal beat appears inside it. Thus, future work should test larger ECG datasets, 

patient-stratified label distributions, multi-class rhythm labels, and longer contextual models while 

continuing to keep every patient's window in only one data group. 

7. Conclusion 

7.1 Summary of Contributions 

This study proposed and evaluated a lightweight frequency-domain defense framework for ECG 

classification under FGSM, PGD, and combined attacks. First of all, the temporal domain based 

baseline model is trained on normalized 5-second multi-beat ECG windows while the frequency 

domain based defense model is trained directly on normalized log-scaled FFT-magnitude features 

with clean, FGSM, and short-PGD losses. Both models use the same 18,498-parameter CNN and 

argmax decision rule, and patients remain separated across data partitions. Also, learning-rate 

tuning selected 1e-3, and five random patient splits produced mean and standard-deviation curves 

through epsilon 0.50. As a result, the frequency domain based defense model achieved higher 

mean attacked macro F1 for all three attack families. 

7.2 Future Work 

Future work should test physically injected and adaptive attacks in real clinical wearable settings. 

It should also add matched temporal adversarial-training and clean frequency-domain controls, so 

the separate effect of representation and training can be measured. Larger patient groups, multi-

class rhythm labels, and signals collected from different wearable devices should be considered as 

well. In addition, repeated external validation is needed to check whether the same robustness 

appears beyond MIT-BIH. Finally, latency and energy should be measured on an actual wearable 
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processor rather than inferred only from a desktop benchmark. These steps can answer the 

remaining questions about patient generalization, causal mechanism, and deployment. 
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